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Overview
The development of technology has improved the efficiency and speed with
which global companies conduct day-to-day business in every industry.
Technology has impacted core methodology, key analytics, safety, quality and
communications. New technology also creates additional vulnerabilities for
exploitation of highly confidential data and critical operations.
As the cyber-risk profile evolves, regulators are focused on creating and
enforcing data security requirements throughout the company, including at
the executive levels. Panelists will explore the role of the general counsel as a
strategist in helping the business assess the value and significance of
technology with risk mitigation in mind.
Panelists will address best practices for being prepared for a cyberattack, and
the role of the legal department in a cross-disciplinary response team. In
addition, panelists will focus on increased risks for officers and directors and
duties associated with reporting to the executive team and the board.
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Q&A – Question 1
 Question 1:
Has new technology created greater risk of cybercrime, and if so,
how?
 Answer:
Yes. There is an inevitable tension and conflict between the push
for modernization, the growing sophistication in technology, and
the resulting increase in data aggregation on the one hand, and
cybersecurity on the other hand. The proliferation of social
platforms provide new tools to allow cyber criminals to gain access.
The scope and amount of available data, including personal data,
accessible to cybercriminals is unprecedented. This trend has
manifested in terms of impact on privacy.
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Q&A – Question 2
 Question 2:
What are some of the principal challenges you face in light of this
increased access and exposure?
 Answer:
Data is globalized. Many of us tend to think of information on the national
level, but we are all interconnected on a global level. The result of that is
diffusion of accountability, which is a significant challenge. Diffusion of
accountability manifests in various ways, including by (1) product
manufacturers – any given product – cars, phones, houses – are made up
of components, each of which creates a host of liabilities, but lines of
responsibility are rarely if ever drawn; (2) nation states – questions of
accountability are discussed at the policy level, but does not necessarily
translate into action on the ground; (3) companies – it is not always clear
who at the company is responsible for planning and responding to cyber
threats and attacks.
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Q&A – Question 2 (cont.)


The question companies are facing is not whether they have been hacked, but whether they know
they have been hacked. Some of the key challenges are complacency, lack of appreciation of risk,
and unawareness of the sophistication of cyber criminals, and that complacency exists at all levels
of management.



The supply chain is complex and company leaders often do not fully assess the level of risk within
their organization, let alone risks they pose to third parties. Companies must look at concentration
of risks outside their immediate circle, they need to perceive themselves as an ecosystem, and that
has not really happened yet. When companies look at contractual obligations with various third
parties, they are often surprised to see what they have agreed to unwittingly. Contracts frequently
impose data security obligations, and then there are bodies of law to be complied with, including
the recently-passed General Data Protection Regulation (GDPR).



Another challenge is resource constraints. There is a tendency to resist spending resources until
there is a major attack and impact on the business. Getting business leaders to heed the advice “an
ounce of prevention is worth a pound of cure” is always challenging but also very necessary.
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Q&A – Question 3


Question 3:
What is the role of law enforcement in addressing cyber-risks and attacks?



Answer:
Cybercrime and cyberthreats place many demands on law enforcement agencies, ranging
from investigating cyber incidents to securing their own information systems. With growing
threats comes the increased presence of law enforcement, which can create challenges for
company leadership.
Some companies find themselves in a position of having to cede or relinquish control of an
investigation to government authorities. That creates a host of issues for company
leadership, in terms of balancing their own responsibilities with the need to defer to
government agencies and facilitate their investigations.
Another persistent challenge is whether to view law enforcement as a friend or foe,
especially when every action or omission is being scrutinized and can subject the company
and its officers to liability. Federal agencies appear to be making an effort to partner with
companies to foster trust and promote information sharing. With the growing threat of
nation states and increased sophistication of these threats, partnering with law enforcement
has become critical in defending both corporations and national security. Legal counsel
should support that partnership, which can benefit the organization in the long run.
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Q&A – Question 4
 Question 4:
What best practices have you employed in your own companies to
try to tackle these emerging and growing challenges?
• Answer:
Prioritization - Given limitation constraints, prioritizing resources on
high end risks.
Training – Training must be focused on raising awareness regarding
cybersecurity risk and proper messaging (tone at the top) at the
highest levels of the company, including the board.
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Q&A – Question 4 (cont.)


Crisis Management - An important aspect of training is having a plan in place to
respond to an attack, assigning responsibilities, and deciding who has the final word on
decisionmaking in a crisis situation. Managing a crisis from a PR perspective is also key,
and leaders must be trained about what is appropriate to say and what is not. There are
too many examples that we have all seen about business leaders trying to be helpful in
diffusing a crisis and ending up sounding tone deaf. So handling crises thoughtfully and
responsibly is key.



Insurance coverage – There are more options available to companies now than in the
past, and most companies are seeking out cyber insurance protection. Insurance is
increasingly getting the “scalpel rather than sledge hammer,” so you can find products
that address risk a little better than in the past, where it was all or nothing.



Competing Interests – Companies must consider, weigh and balance the following,
some of which are in contention with each other (1) privacy of consumer data, a major
priority for regulators; (2) protection of assets, the priority for the business; and (3)
inconsistent regulations across industries and across jurisdictions.
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Q&A – Question 4 (cont.)


Preserving the legal privilege – Response and preparation must be measured and
thoughtful – audits create road maps that can be discoverable. That is where the
role of in-house counsel is particularly critical, as we are the ones who are
expected to make sure the work we are doing is protected by the attorney-client
and work product privilege. So there is a tension between making sure that there
is awareness on important topics while controlling the flow of information to
prevent waiver of the privilege. Be thoughtful about what you put into writing and
how broadly you distribute information.



Analyze controls – Companies must continually assess the adequacy of the
internal controls they have in place to mitigate cyber risk. It may be worthwhile to
have each department run separate analyses and audits because one size does not
fit all, and the risks HR is facing may be very different than the risks faced by
marketing or other departments. It is advisable not to relegate compliance to one
department, but to have various people embedded in different departments to be
accountable on this subject.
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Q&A – Question 5


Question 5:
Who are your natural allies in the company, and who are your naysayers that you
have to convince? What are the strategies you use to deal with them?



Answer:
Rena Reiss: Chief Audit Executive, the CFO holding purse strings, the IT team –
figuring out your internal network and influencing people is important. If your
CEO is not supportive that is an issue, but that is not the end of the discussion.
You need a team.
Topic of legal privilege in the context of globalization will be important here, along
with grounds for litigation. The inability to practice within a silo makes it difficult.
Sometimes the hardest issue is the politics of cross-jurisdiction, especially if it is a
non-US business headquarters. There is not the same level of sharing, and it is
hard for people to protect the company. It has become more and more
challenging.
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Q&A – Question 6
 Question 6:
Based on your experience, are there greater risks of liability for officers
and directors? How are those risks mitigated?
•

Answer:
Yes, but the scope and nature of the risk is still unclear and evolving. There
has not yet been a lawsuit against an officer or director resulting from a
cybersecurity incident, but in light of the massive data breaches we have
seen and continue to see, courts are going to be inclined to find standing
and to hold boards and individuals accountable. So we can expect these
issues to arise down the road and need to prepare to defend those kinds
of arguments, including arguments about the scope of fiduciary duties and
responsibilities and the extent of personal liability.
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Q&A – Question 6 (cont.)
 The question arises, does the board need a resident expert? While
the CSO is often charged with the responsibility of educating the
board, some feel that it is not enough and that individuals with
specific cybersecurity and technology expertise should reside within
the board.
 Audit Committee members often do not want sole responsibility, so
that can be an interesting lead on the board. People don’t always
appreciate this is not just financial risk, so lines of responsibility are
vague. AC is sometimes the front line, but they need to be
reporting robustly to the board, and make sure that the whole
board is hearing from the IT function, so that it is not being filtered
and the board has a chance to ask questions.
 The need for resident expertise will depend on whether CISO is
effective in conveying and translating information.
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Q&A – Question 6 (cont.)
 When we talk about enterprise risk – even though it may be housed in
terms of particular responsibility, the Audit Committee has gotten more
comfortable addressing these issues. It is directly tied to comfort with
CISO and effectiveness of communication from CISO. From a reporting
perspective, CISO gives quarterly presentations to the audit committee,
and then they convey to the board. CISO will also give a complete
technology presentation. The AC is getting a more in-depth look than
board.
 Officers and directors should be taking cyber and privacy very seriously.
There is no hiding behind risk. Cyber and privacy have made their way into
the top right quadrant of priority. When you present a budget to the
board, it is important to get their buy-in about resource allocation and
really make the case for why this is a critical investment that can prevent
major irreversible problems down the road.
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Q&A – Question 7
 Question 7:
What are some of the key trends you are observing in the cybersecurity space,
and which concern you the most?
 Answer:
Increased regulation and enforcement – governments are becoming more
attuned to cyber risk and less tolerant of what they perceive as corporate
negligence.
 GDPR is a good example. GDPR is a very robust regulation and impacts any
organization that markets to or retains information from residents of the
European Union. Violations of the GDPR can trigger fines of $20 million, so
there is not much room for error. Expect regulators to make high profile
examples early on.
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Q&A – Question 7 (cont.)
 New York Department of Financial Services’ cybersecurity regulation,
NYCRR 500. NYDFS requires that organizations licensed in New York
develop, maintain, and monitor a holistic cybersecurity program that is
overseen by the senior leadership and officers of the company. The
standards outlined in the regulation are the minimum processes,
procedures and controls that are needed to protect against data loss.
Companies had to file for certification by February, and by September,
they were required to implement cybersecurity awareness training and
encrypt non-public consumer information at rest and in transit in addition
to other practices.
 New China cybersecurity law – the reason for the regulation has much
less to do with individual rights than with national security.
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Q&A – Question 7 (cont.)
•

Increased ransomware attacks – Keeping patching and updating systems
and staying on top of the latest technology is key and will continue to be
critical. IoT-based ransomware attacks will likely focus on stealing data or
disabling the functionality of a target device. Another possibility is hackers
use IoT devices like webcams to funnel traffic to a malware-infected web
address.

•

Increased spending on cybersecurity – As cybercriminals become more
sophisticated, companies have no choice but to make this a priority, which
translates into increased spending. Firms tracking cybersecurity spending
trends have noted a steady increase in spending over the past several
years, from approximately $27 billion in 2014 to about $66 billion in 2018.
That trend is expected to continue. The average cost of a data breach in
2017 was estimated at $3.62 million, with larger breaches having the
capacity to threaten the company’s survival.
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Q&A – Question 7 (cont.)
•

Increased attacks by nation state actors – Hacking originating from North
Korea, China, and other nation states will continue and intensify.

•

Biometric authentication (and litigation) on the rise – Biometric
authentication is becoming more commonplace in everyday technology
devices, including mobile phones and tablets. Fingerprints, face
recognition and voice recognition techniques will continue to proliferate,
as will litigation over these techniques and privacy concerns associated
with them.

•

Increased focus on third-party vulnerability – Recent examples of
breaches have occurred due to vulnerabilities in the supply chain.
Increased sensitivity to risk associated with third-party relationships and
contracts will continue. Companies must adjust by thinking of themselves
as part of an ecosystem.
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•
•
•
•
•
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•
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•
•
•
•
•
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